NudopManuoHHbIe MAaTEPHAJIbI
1o NPopUJIAKTHKE NPECTYIJICHU, COBEPIIEHHbIX C
HCI0JIb30BAHMEMHUH(OPMALUOHHO-TEJIEKOMMYHHUKALMOHHBIX
TEXHOJIOTUH

K mnaunbonee pacmpocTpaHeHHBIM BHJIaM JUCTAHIIMOHHBIX MOIICHHUYECTB,
coBepiieHHBIX Ha Tepputopun r. Cankt-lIlerepbypra u JleHuHrpaackoir obiacTw,
OTHOCSITCSL:

- «pumuHTY — BUA JAMCTAHIIMOHHOTO MOIICHHHYECTBA, MPH COBEPIICHUU
KOTOPOTO 3JIOYMBIIUICHHUKH (B XOAe Tene(OHHOrO pasroBopa, IOCPEACTBOM
HAIPABJICHUSI JJICKTPOHHOTO IMHMChMa WM CMC-COOOIICHHS) IOJIy4aloT JIHIHBIE
KOH(UICHIIMATBHBIC JaHHBIE 0 OAaHKOBCKOW KapTe, HOMEpE CueTa, JIOTMHBI U MapoiH
JUIS BXOJla B UWHTEPHET-0aHK, a TaKkKe TMapoid OCe30MacHOCTH, IMO3BOJIIONINE
MPOU3BECTH CIMCAHWE HAXOMAANIMXCS Ha OAHKOBCKOW KapTe JCHEKHBIX CPEJICTB.
XKeprBamu yka3zaHHOTO BHJa MOIICHHHUYECTBA 3a4acTYIO0 CTAHOBSTCS HE3AIIUIICHHEIC,
ManooOpa3oBaHHbIC, JOBEpPUYHMBBIC CJIOM HaceleHus. [IpeacTaBissich 3a4acTyro
COTPYIHUKAMU KPEAUTHBIX OpTaHWU3alWid, TPECTYIMHUKHA BBOASAT B 3a0iIyKIeHHE
IpaXkJIaH OTHOCUTEJIBHO COBEPIIIACMBIX HECAHKIIMOHUPOBAHHBIX CIHUCAHHMH JICHEKHBIX
CPEICTB, OCYIICCTBIIEMbIX TIOKyNKax W T.I., TIOCIE HYero IMpOCAT Ha3BaTh
KOH(UICHIIMATBHBIE CBEACHHUS C LEJIbI0 MPECEUYCHUS BO3MOXKHOTO COBEpPIICHUS
npecTyruieHus. [ 'paxkaane, MoBepss MOJydeHHOW uH(opmammu, keias 00e301acHTh
CBOM JICHE)KHBIE CPEJICTBA OT MPECTYMHBIX MOCATATETBCTB, COOOMIAIOT 3aIPaITNBAEMYIO
WH(POPMAIINIO, B PE3yJIbTaTe YEro 3JIOYMBIIICHHUKN TMOXHINAIOT MPUHAIJICKAITUE UM
JCHEe)KHBIE CPE/ICTRA.

- «papMuHT» - TpOIEAYypa CKPHITOTO HaIpaBieHUs Ha JOXHBIM [P-aapec, To
€CTh HampaBleHHE TOJb30BaTENsI HAa (QPUKTUBHBIM BeO-caliT, dUamie  BCETro
MCIIOJIb3YEeMbIi JUIsl IPUOOPETEHHsI TOBapOB M ycayr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, kynuuatop, kaccup.py, Ounerep, CaiThl 1Mo Mpojaaxe OMIICTOB HA X/ U
aBUATPAHCIIOPT U JP.);

- «IBOMHAs TpaH3akius» (MpU OIIaTe TOBapOB U YCIYT TIPOAABeIl
coobmraer 00 omwuOKe, MpeiaraeT MOBTOPUTH OMEpaIfio, a B JajdbHEHIIeM
JICHEXHBIE CPEJICTBA CIIMCHIBAIOTCS ABAXKIBI TI0 KaXIOW U3 IPOBEJACHHBIX ONICPAIHii)

- «TpanmuHr (MAHHITYJISIAA C KapTPUACPOM OAHKOMATOB, TTO3BOJISIONINE
n1n60 HE BO3BpalllaTh KapTy BIAENbIly, JTUOO CIUCHIBATh BCE NAaHHBIC KapThl IS
JTATBHEHTIIETO UX MCIIOIH30BAHMUS).

1. OcHOBHBIE cXeMBbI TeJIE(POHHOT0 MOILIEHHNYECTBA:

1. O6MaH 1o Tenedony.




3BOHOK COTpyAHMKA OaHKa - KOTJa HEU3BECTHBIA MPENCTaBISETCS COTPYIHHUKOM

CITy)0bI 0€30MaCHOCTH KaKoro-1mbo 0aHka U coodmIaer, uro ¢ Bamero

OAHKOBCKOI'0 CYETa MPOUCXOAST ONEpaluy 10 HECAHKIIMOHUPOBAHHOMY CIIMCAHHUIO
JICHE)KHBIX CpEICTB, M B LENAX OE30MacHOCTH cyeTa IpeajaraeT MepeBecTU
cOepekeHHUs Ha «PEe3epBHBIN» WM «Oe30macHbli» cueT. PacmpocTpaneHsl ciydae
cooOmenust mHdopManuu o6 odopmienun Ha Bac kpeauta M HEOOXOIMMOCTH
IIPOMTH B NIPWIOKECHUM OHJAMH-bDaHka MO ONpenenéHHOM CCBUIKE JJISL  €ro
aHHYJIMPOBAHUS (BBIIOJIHUTH UHBIE HHCTPYKIIUN).

3BOHOK COTPYAHHUKA TIPABOOXPAHUTCIBHBIX OpPraHoB - KOIJa HEU3BECTHBIN

IPECTABISIETCA COTPYAHUKOM IIOJMIINMM, CJIEIOBATeIeM M T.A1. U COOOILAET, 4YTo
MPOBOJIUTCA CHEoNepanrs N0 MOMMKE MOIIEHHHKOB U JJIi 3TOr0 HEO0OXOIUMO
NIEPEBECTU JICHBI'M Ha «CIleUUalbHbINY» cueT. [Ipu 3ToM TpeOyeT He 3BOHUTH B OAHK,
TaK KaK COTPYJHUKH OaHKa 3a0/IHO C MOILIEHHUKaMHU.

Bai pojicTBeHHUK, 1100 OJIM3KHIA YEIOBEK Ionan B Oey (HanpuMep,MalluHON cOMT

YyeloBeKa WIM OOBHUHSAETCS B COBEpIICHMHM NPECTYIUICHUs), U 3aJep’KaH
COTPYIHHMKaMU TMOJUIUU, W HEHU3BECTHBI COOOHIAET, 4YTO JUIsi OCBOOOXKACHHS
HEOOXOUMO TEpPEBECTU HA CYET JECHEXHbIE CpPEeACTBAa JIMOO Il NPUMHUPEHUS C
MOCTPAJaBIIMM, JUOO B KAauyeCTBE B3SATKM COTPYJAHHMKAM MOJHLIMH. B0O3MOXHBI
BapHaHThI, IIPU KOTOPBIX B Pa3roBOPE MOXKET MPHUHATH y4acTUE SIKOObI COTPYIHHK
MOJIULIMK, KOTOPBIM OyZET NOATBEPKAATh CKA3aHHOE.

BAYKHO: D710 3BOHAT MOIIEHHUKH (HECMOTPS Ha TO, YTOONPEICTUBIIUICS HA
TeneoHE HOMEpP MOXKET COOTBETCTBOBATH HOMeEpy TenedoHa OaHka WU
MIPABOOXPAHUTENBHBIX OPraHoB, 3a4acTyr0 — MockoBckoro peruona (499, 495... u
T.J.), TaK KaK MPHU MOMOILIU CIELHAIBHBIX YCTPONCTB MOIIEHHUKH MEHSIOT HOMEpA
Ha a0COJIIOTHO JIF000M HOMEp — TaK Ha3blBaeMbl€ MOJMEHHbIE HOMEpPA), COTPYIHUKU
0aHKOB HUKOI/IA HE 3BOHAT CBOMM KJIMEHTaM, U TeM 0oJiee, HUKOT/Aa HE TpeOyroT
IIEPEBOUTh C JIMYHOTO cuyeTra JeHbru. llpencraButenn NpaBOOXpPaHUTENBHBIX
OpraHoOB MOTYT 3BOHUTH TOJBKO JJISI BhI30BA B MOMELICHUS MPABOOXPAHUTEIbHBIX
OPraHOB C II€JIbI0 TOJY4YeHHUs] OOBSICHEHHM, HCTpeOOBaHHUS JOKYMEHTOB IIO
HaxOJALIMMCS B IPOU3BOJICTBE YTOJIOBHBIM JI€JIaM U MaTepuaiaM MpoBEPOK.

[Ipu mocTymiieHuu Takoro 3BOHKa HEOOXOJMMO MpepBaTh Pa3roBOpP U MEPE3BOHUTH
TOMY, O KOM HJIET pedb, JIMOO B YKa3aHHBIN IOCYIapCTBEHHBIN OpraH WINKPEIUTHYIO
OpraHM3aIMIo AJIs IeperpoBepKU HH(GOPMaLUK.

2. O0maH npu nokynke (NMpojgake) TOBapa HA UHTEPHET calTax.

[Ipenoruiata 3a  HECYIIECTBYIONIMIL TOBap - IOJAE€TCS OOBSIBJICHHE Ha




BOCTPEOOBAaHHBIA TOBap C TIPUBJICKATEIBLHONM I1I€HOW (HM)KE PBIHOYHOM) C
MpWIOKEHUEM HeHacTosimux  ¢otorpaduit. B  xome oOmeHus «mpojaBern
YKJIOHSIETCSl OT BCTPEYM BBUJY KUTCHCKUX MPUYUMH (HET BPEMEHM, 3aHATOCTh
Ha paboTe, YyNaJEHHOCTh pACIOJIOXKEHHUS) U TMpejiaraeT OIUIATUTH TOBap
OC3HaJIMYHBIM IUIATEKOM C TapaHTUPOBAHHOW MOCHEAYIOIMIEH JOCTaBKOW uepes
Kypbepa, HO MOCIIE MOMYYEHHUS JECHET, MPOJIAaBEL- MOIICHHUK MEPECTAET BBIXOAUTH HA
CBSI3b.

Omnnara MYJSKa 110 IMOYTC HAJOKCHHBIM IUIATCKOM - 3JIOYMBIIIJICHHUK

IIBITAOTCS BHAYAJIC 3aIlOJIYUUTH IMPCAOINIATY HAa AOBCPHUH, CCJIM HC II0JY4YaCTCs, TO
npeaiararoT 1oJdy4duTh 3aKa3 Ha IOYTC, a IIOTOM pPaCIIaTUTBCA. To ecthb Ha moute
nepea BLI,I[&“IGIZ 3dKa3a BO3bMYT ACHBI'M B pasMCpe €ro CTOMMOCTH, a ITOKYIIATCJIb
BCKPLBIB YITAKOBKY, BUAUT IOAACIIKY WJIN MYJISK.

[lokynartenab cOpammyBacT HOMEpP KapThl M KOJ M3 CMC - mno BameMy

OOBSBIICHHIO O TMpOJAKE€ TOBapa B HMHTEpHETe BaM MO3BOHWMI NOKyHarellb W
MOMPOCUIT COOOLIUTh PEKBU3UTHI OAHKOBCKOM KapThl (IIPEBApUTENIHO BBISICHUB
HOMep TenedoHa K KOTOPOMY IMpHUBSi3aHA KapTa) M CMC-KOJI, YTOOBI MEPEeBECTU
IEeHBbIU, SKOOBI 3TO HYKHO JUid OaHKOBCKOro mnepeBoja. Ha camom nene 3To
MOIIEHHUK, KOTOPBIM MBITAETCS BOUTH B JTUYHBIA KaOWHET OHJIAlH-0aHKA U CIUCATh
BCE JIeHbI'M ¢ Bammero cyera.

BAXHO: OmnnaunBaiiTe TOBap TOJBKO IOCJIE €ro MOJYYEHUS U TPOBEPKU U HE
OTMpaBIIAWTE JCHBI'M B KadecTBe 3ajora (3agarka). [[ns mnepeBojga JEHEKHBIX
CPEICTB JOCTaTOYHO HOMEpa Teie(oHa U APYroi JOMOJHUTENbHON HH(pOpMaluu He
TpedyeTcs.

3. TesepoHHBIE BUPYCHI.

OdeHb YacTo HCHOJB3YETCS (OpMa MOIIEHHUYECTBA C MCHOJIb30BAHHEM
tenedoHHBIX BUpycoB. Ha Tenedon aboHeHTa MPUXOAUT COOOIIECHUE CIICTYIOIIETO
Buna: «Bam mpumnuto MMS-cooOmienue. i orydeHusl TPOUINTE 1O CCHUIKE...».
[Ipu mnepexone mo ykazaHHOMY aJpecy Ha TelepOoH CKauuBaeTCs BHUPYC U
MIPOUCXOJIMUT CTIMCAHKUE JIEHEKHBIX CPEJICTB C BAILIETO CUETA.

Jpyro#t B MOLIEHHUYECTBA BHITISAUT Tak. [Ipu 3akaze kakoil-mubo ycimyru
yepe3 sSK0Obl MOOMJIBHOTO OMepaTropa WM MpU CKauMBaHUU MOOMJIBHOTO KOHTEHTA
aOOHEHTY MNPUXOIUT MpeaynpexaeHue Buga: «Bbl cobupaerech OTHPaBUTH
COOOIIEHNE Ha KOPOTKUM HOMEp ..., IJi1 TOATBEPXKACHUS Olepalud, OTIPaBbTE
coobmienue ¢ mudpoii 1, st ormensl ¢ mudpoit O». [Ipu oTpaBke MOATBEPKIACHUS,
co cuera abOHEHTa CIUCHIBAIOTCS JICHEKHbIE CpeACcTBa. MOILIEHHUKH UCIOJIb3YIOT

CIICHHUAJIBHBIC IIPOIPaMMBbI, KOTOPBLIC IIO3BOJIAIOT ABTOMATHUYCCKU I'CHCPHUPOBATH




TBICSYM TaKuX cooOmeHuid. Cpasy mocie nepeBoja JeHer Ha (aabIIuBbIid CYET OHU
CHUMAIOTCS ¢ TenedoHa.

BAYKHO: He cienyer 3BOHUTH 10 HOMEPY, C KOTOPOTO OTIpaBieH SMS — BHoJiHE
BO3MOXXHO, 4TO B 3TOM ciydae ¢ Bamiero teinedgona OyaeT aBTOMAaTHYECKH CHSATA
KpyMHasi CyMMa U MepexoIuTh 0 COMHUTEIBHBIM CChLIIKAM.

4. OmuO0YHbBIN NepeBoI CPEACTB.

AbGonenTy noctynaer SMS-coob1eHre 0 NoCTyIIEHUH CPEJCTB Ha €ro CYET,
MEPEBEICHHBIX C MOMOIIBIO yciayru «MoOwibHbIM TiepeBo». Cpa3y mociie 3Toro
MOCTYIAET 3BOHOK U MY>KUMHA (MJIM JKEHILMHA) COOOIIAET, YTO OIIMOOYHO TEPEBE
JIEHbI'M Ha €rO CYeT, MPU 3TOM MPOCUT BEPHYTH UX OOpAaTHO TeM ke «MOoOMIbHBIM
nepeBoioM». B neMCTBUTENBHOCTH JEHBI'M HE MOCTYIAIOT Ha TeiaedOH, a YeIOBEK
MEePEBOJIUT CBOM COOCTBEHHBIE cpeicTBa. Eciii MO3BOHUTH MO YKa3aHHOMY HOMeEpY,
OH MOXET OBITh BHE 30HBI JIOCTyIa. KpoMme TOro, CymiecTBYIOT Takue HOMepa, MpHu
OCYUIECTBJIEHUH BbI30Ba HA KOTOpHKIE C Teae(hOHAa CHUMAIOTCS BCE CPECTBA.
BAXHO: Eciau Bac npocsaT nepeBecT sIKOObI OIMIMOOYHO TMEPEBEACHHYI0 CYyMMY,
HANlOMHUTE, YTO Ui 3TOTO HCHOJb3yeTcsl 4eK. OTroBOpPKa, YTO «YEK IMOTEPSH»,
CKOpEee BCEro, CBUETEIBCTBYET O TOM, YTO ¢ Bamu 00111aeTcs MOIIIEHHUK.

MOIIEHHUYECTBA C BAHKOBCKHUMHW KAPTAMMA

bankoBCKas KapTa — 3TO HHCTPYMEHT JUIsl COBEPIIEHUS TIJIATEXKEN U TOCTYIIA K
HaJIMYHBIM CpPE/ICTBaM Ha cuére, He TpeOyIOLIHii JI1s 3TOTro npucyTcTBUs B 6anke. Ho
MPOCTOTa HMCIOJIb30BaHUSA OaHKOBCKHUX KapT OCTaBIs€T MHOXECTBO JIa3€eK [
MOIIICHHUKOB.

[Ipy mnpoBeneHuM omnepauuid ¢ KapTOM IOJB3YHMTECh TOJNBKO TEMH
OaHKOMaTaMH, KOTOPBIE PACIOJOXKEHbI B OE€30MAaCHBIX MeCTaXx W O00OpYIAOBaHbBI
CUCTEMOI BHJICOHAONIONACHUS W OXPAaHOM: B TOCYAAPCTBEHHBIX YUPEKIACHUSIX,
0aHKax, KPYIHBIX TOPrOBBIX LEHTPAX U T.1.

CoBepiias onepaiuu ¢ MIaCTUKOBOM KapToil, cienuTe, 4ToObl pAIOM HE ObLIO
noctopoHHux Jronei. HaOupas [IMH-kon, mnpukpeiBaiiTe KiIaBHATypy pPYKOH.
PexkBu3uthl u mobast mpoyass ©uHQOpMaIUs O TOM, CKOJBKO CpeACcTB Bbl cHsuu u
Kakue HU(pbl BBOIWIN B OaHKOMAT, MOTYT OBITh UCIIOJIB30BaHBl MOIIIEHHUKAMH.

OOpaiaiiTe BHUMaHUE Ha KapTONPUEMHUK M KjaBuaTypy OaHkomara. Ecnu
OHU OOOpYNOBaHbl KAKUMHU-THOO JOMOJHUTEIBHBIMU YCTPOWCTBAMU, TO OT
MCIIOJIb30BaHUS TAHHOTO OaHKOoMara JIydllle BO3JEpPXKAThbCid U COOOIIUTH O CBOUX
MOJIO3PEHUSIX M0 YKa3aHHOMY Ha HeM TeJeoHy.




B cnyuae HekoppekTHOU paboThl OaHKOMAaTa — €CJIM OH JIOJIT0€ BpEMsi HAXOIUTCS B
pEXKUME OKUJIAaHUS WM CaMOIIPOM3BOJIBHO Mepe3arpyxKaercs —

OTKAXKUTECh OT €ro HCHoJIb30BaHus. Bennka BEpOSATHOCTH TOTO, 4YTO
OHIIEPENPOrPaMMHUPOBAH 3JIOYMBIIIJICHHUKAMMU.

Kak o0e3onacurb ce0s1 0T MOIIIEHHHUKOB:

1. IlposepsiiTe mH(pOpMaIMIO, TMOITYYCHHYIO B XOJ€ Teie(OHHOTO pasroBopa u
MHTEPHET MEePENUCKA C HEM3BECTHBIMH (OHU MOTYT MPEACTABISATHCA COTPYAHHUKAMU
IPaBOOXPAHUTENLHBIX OPTaHOB, IPEJICTABUTEIIIMA KPEIUTHBIX OpraHU3aIINN ).

2. YcraHoBuTh Ha TenedoH (KOMIBIOTEP) COBPEMEHHOE JIMIICH3UPOBAHHOE
aHTUBUPYCHOE IPOrpaMMHOE 0OecTIeYeHHE.

3. He ycranaBnuBaiiTe W He coOXpaHsAdUTe O0€3 MpeABapUTENBHON MPOBEPKU
aHTUBUPYCHOU mporpamMmoin (aisbl, NMOJyYEHHBbIE W3 HEHAJIEKHBIX HCTOYHHMKOB:
CKayaHHbIE C HEW3BECTHBIX CANTOB, MpHCIAHHBIE MO SJICKTPOHHOW TMOYTE
(momo3puTenbHbIe Qailiibl JIydlle cpazy yaajarh).

4. Hcnonw3yiiTe napoiy, He CBA3aHHbIE ¢ Balumu nepcoHanbHbIMU JaHHBIMU.

5. Hu npu xakux oOCTOATENBCTBAX HE COOOIIANTE PEKBU3UTHI CBOMX OaHKOBCKHX
cueToB(KapT), apoJiv U APYTyI0 NEPCOHAIbHYIO HH(POPMAIHIO.

6. IloctaBbTe JIUMUT HA CyMMY CHMCAHHMH WM MIEPEBOJIA B JINYHOM KaOuHeTe OaHKa.
7. Tlo BceM BO3HHUKAIOIIMM BOMpocaM oOpamiathcs B OaHK, BbIIABIINNA KapTy.

8. He BBINONHATH HUKAKUX CPOYHBIX 3alpPOCOB K JACMCTBHIO, B TOM YHCIE IO
YCTAaHOBKEKAKHUX OBl TO HU OBLIO TIPHUIIOKECHHI.

9. He nepexoauTh HHU MO KaKUM CCHUIKaM, KOTOpBIE MPUXOIAT Ha e-mail mim mo
SMS.

10. OOpamate Ha Bce COOOIIEHHWs OT OaHKa (HAmpUMEp, €CIM OHHM COICpIKaT

rpaMMaTHYECKUE OLTUOKH).

11. He mepe3BaHMBATh IO HOMEPaM, KOTOPbIC TPUXOAAT Ha e-mail niu mo SMS.
12. IlepenpoBepsiTe NOIJIMHHOCTh MHTEPHET-CANTOB, HA KOTOPBIX OCYLIECTBIIETE
3aKa3ToBapa.

Bbynbre 0nuTenbHbl!




